COSC 3410 Research Topics

Papers:

· Carnivore, Echelon and Government Communications Monitoring

· SATAN and Other Security Risk Analysis Tools

· SDSI – Simple Distributed Security Infrastructure

· Key Escrow Cryptographic Systems

· Session Keys and Key Distribution Systems
· Identity Theft

· Biometric Security Systems
· Internet Casino Security

· Steganography

· Intrusion Detection Systems (IDS)

· Encryption and Wire-less Communications

· Random and Pseudo-Random Number Generation

· Fault Based Cryptanalysis

· Differential Cryptanalysis

· GSM Security and Encryption

· Security Issues with Digital Election Systems
· On-Line Auction Security (E-Bay)

· Bruce Schneier’s Solitaire (Pontifex) Cipher - Featured in Neal Stephenson's Cryptonomicon
